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INTRODUCTION

Digitalization of the economy opens up new opportunities and prospects
for business. The use of digital technologies allows business entities to reduce
costs, increase the efficiency and competitiveness of the enterprise, to produce
new types of goods, occupying certain niches in the market of digital goods and
services. Along with the prospects, there are also new problems associated not
only with the search for investments, but also with the formation of new com-
petencies of small business entities that allow them to successfully navigate the
conditions of digital transformation. In addition, the use of digital technologies
leads to increased competition not only from domestic, but also from foreign
market participants.

The introduction and effective use of digital technologies will allow com-
panies to automate routine processes, minimize their own costs and maximize
business profitability. Conducting an analysis of the enterprise's digital secu-
rity, identifying weak areas, "bottlenecks” and developing innovative projects
to improve the effectiveness of digital technologies is extremely important in
today's realities. Analysis of the modern business environment has shown that
digital technologies have a significant impact on the modern business sphere.
They allow businesses to use resources more efficiently, attract new customers,
and accelerate decision-making processes. Digital products and platforms act
as a catalyst for the digital transformation of enterprises.

Modern digital technologies provide new opportunities for implementing
the principles of transparency of financial relations at all levels of the economic
system. Such transparency, first of all, is necessary for the business itself, be-
cause it opens up additional opportunities for highlighting information about
business activities, which increases its investment attractiveness and public
value. Innovations in digital solutions that promote transparency should always
be the result of cooperation between people, business and the state, looking at
problems and solutions from different angles. To solve as many problems as
possible, enable as much data as possible, and incorporate know-how and ex-
perience, innovators must systematically use digital forms of collaboration, in-
cluding users' knowledge of problems and solutions. In a global marketplace,
firms must be able to identify new opportunities and reconfigure technologies
and competencies to achieve sustainable competitive advantage through trans-
parency.

In the business environment, the digitalization of finances helps to pro-
vide greater transparency in the management of financial assets and operations.
Electronic accounting systems, online platforms and digital tools allow compa-



nies to more accurately track financial flows, analyze data and draw conclu-
sions for strategic decision-making. In addition, digital technologies can im-
prove interactions with banks, financial institutions and other partners, enabling
faster exchange of financial information.

Digitization also promotes the development of new financial instruments
and services that increase transparency. For example, blockchain technology
can ensure the inaccessibility of financial information and prevent its further
manipulation. In addition, digital platforms for financial transactions can en-
sure transparent registration and tracking of each transaction.

Overall, digitalization of finance helps create a more efficient and trans-
parent financial system that fosters public, stakeholder and investor confidence.
This is an important step in the direction of more sustainable and economically
stable development.

The monograph contains the results of research conducted within the
scope of scientific research work «Digitalization and transparency of public,
corporate and personal finance: the impact on innovation development and na-
tional security») (state registration number — 0122U000774).

The monograph was prepared by a team of authors:

- Ph.D. in Economics Liudmyla Zakharkina (general edition, introduc-
tion, conclusions, sections 1, 2, 3, 4);

— Student Denys Shevchenko (subsection 1.1, 1.3);

— Student Anastasiia Mykhailovych (subsection 1.2);

— Student Maksym Hnenyk (section 2);

— Student Ruslana Chukhno (section 3);

— Student Yelyzaveta Masiuk (section 4).



1 THE ROLE AND PLACE OF DIGITALIZATION PROCESSES IN
MODERN ECONOMIC SYSTEMS

1.1 Trends in digitization of the economy: world experience and
Ukrainian realities

The instability and variability of the external environment, the high speed
and continuity of technological changes, new scientific discoveries that seemed
impossible in the 20th century, have become part of the everyday life of society
and business, regardless of its scale, sphere of activity and territorial location.
Starting from 2010, the main driving force of the most important technological,
socio-economic and environmental transformations in the world is the Fourth
Industrial Revolution and related technologies. The topic of digital transfor-
mation has entered the strategic order of most large corporations, and the pan-
demic of the COVID-19 coronavirus infection has given additional impetus to
digitization projects in the segment of medium and small businesses.

On the way to the transition to the digital economy, domestic business
must find answers to the following questions: how to start the transformation
process and effectively manage it; which technological solutions will be able
to ensure the growth of operational efficiency; when the investment will pay
off; what competencies need to be developed in the staff; how to keep the team
and its readiness for continuous change? At the same time, enterprises and or-
ganizations must be ready, on the one hand, to manage emerging risks, and on
the other hand, to use the opportunities and prospects of Industry 4.0.

The process of development of innovative digital technologies of the 21st
century is a stimulus for economic growth thanks to automation, accuracy and
other opportunities to improve the efficiency of business management. Digital
transformation and artificial intelligence algorithms are a modern direction of
increasing the efficiency of business processes, as they contribute to the elimi-
nation of some systemic contradictions and conflicts through the purposeful use
of specific individual resources. This provides grounds for sustainable eco-
nomic development, increased labor productivity, and further optimization of
business processes.

According to the Economic Strategy of Ukraine 2030, developed by the
Ukrainian Institute for the Future, "The digital economy is a type of economy
where the key factors (means) of production are digital data: numerical, textual,
etc. Their use as a resource makes it possible to significantly increase the effi-
ciency, productivity, value of services and goods, to build a digital society.



The digital economy covers business in all sectors of economic activity,
that is, not only in the information and telecommunications sector, but also in
basic industries, agriculture, construction, etc. [134].

The digital economy refers to the economic activity that results from the
billions of daily online connections between people, companies, devices, data
and processes. It covers the production, distribution and consumption of goods
and services through the Internet and other digital technologies.

At its core, the digital economy is based on the use of digital technologies
such as the Internet, cloud computing, artificial intelligence, blockchain, and
the Internet of Things (10T) to create new products and services, optimize busi-
ness processes, and connect people and companies around the world. in new
and innovative ways. It is characterized by rapid innovation, the destruction of
traditional business models and the creation of new markets and opportunities.

The digital economy has transformed many industries, including retail,
finance, entertainment and healthcare, and created new business models such
as e-commerce, sharing economy platforms and subscription-based services. It
has also created new challenges such as cyber security risks, data privacy issues
and the need to retrain and upskill the workforce to adapt to new technologies
and roles.

Business development in the digital economy is based on the integration
of digital technologies in all its aspects, starting with production and ending
with sales. This includes the automation of processes, the use of artificial intel-
ligence, the Internet of Things, and other modern technologies that improve
business efficiency and productivity.

More and more domestic and foreign scientists and practitioners are de-
voting their work to the study of business development processes in the digital
economy. For example, Y. Nikitin and O. Kulchytsky, based on the generali-
zation of approaches to the definition of the concepts of "digital business", "dig-
ital enterprise", clarify the definition of "digital transformation" as a necessary
prerequisite for business development within the framework of Industry 4.0
technologies [97]. The consequences of the influence of digital technologies on
various types of business activity of companies and changes in their business
models are considered by R. Lisova in his work [78]. The influence of digital
transformations on indicators of the market value of companies is investigated
by H. Dergacheva and Ya. Koleshnya [32]. They also pay considerable atten-
tion to the description of key technologies, the use of which is the basis for the
digital transformation of business. K. Bagatska and A. Heydor analyze [7]. The
authors conclude on the need for synergistic interaction between the state and
business in the digitalization of business processes. M. Kulinych [71], O. Gudz,



S. Fedyunin [53], L. Lazebnyk [75], M. Ustenko, A. Ruskikh [135], K. Fom-
ichev [47] and other researchers.

Digitalization offers businesses more opportunities to improve their pro-
cesses and increase profits. In particular, digital technologies can help busi-
nesses:

— to automate routine tasks, which allows employees to use their time
effectively and increases the accuracy and speed of work;

- to improve interaction with clients, providing them with a more con-
venient and personalized service;

— optimize business processes and increase productivity;

— to improve risk management, reduce costs and improve the quality of
products or services;

- to increase the competitiveness of the enterprise on the market.

However, to implement digital technologies in a business, it is necessary
to invest in the appropriate infrastructure, processes and personnel. You may
need to change your business model to adapt to new technologies. In addition,
digitalization can cause a change in the requirements for personnel policies, for
example, the hiring of IT specialists and developers. Overall, business digitali-
zation can lead to significant improvements in productivity, management and
competitiveness. However, successful digitalization requires an integrated ap-
proach and strong leadership to make the transition to the new digital economy.

"There are two scenarios for the development of Ukraine's digital econ-
omy, depending on the assessment of criticality and the need for rapid and pro-
found changes in the traditional economic system: inertial (evolutionary) and
targeted (forced). If the inertial scenario is implemented, the Ukrainian econ-
omy will remain inefficient, labor migration and "brain drain™ will continue,
and Ukrainian products will lose competition on foreign markets. Ukraine will
remain on the outskirts of civilization. The target (forced) scenario envisages
the transition of the Ukrainian economy to a digital one in 3-5 years. Under the
implementation of the forced scenario, Ukraine will become a European leader
in the field of innovations and new technologies by 2030E, will turn into an
intellectual hub, where the most attractive conditions for the development of
people's potential will be created in the region” [134].

The most important component is the motivation and goals of investing
in modern digital technologies. The main purpose of business existence is to
make a profit, as well as to create additional value, thus, the logical conclusion
of the motivation for investing in digital technologies is profit maximization.

Digitization has been actively introduced in the life of our society and
business in recent years. Currently, there are few professions that are associated
with the use of information and communication technologies. Personnel are
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being actively trained to work under new conditions. Portals are appearing that
make it possible to issue documents in electronic form, and electronic trade is
developing. Of course, in different countries, the digital economy is developed
to a greater or lesser extent. For a comprehensive characterization of its devel-
opment, various international organizations calculate and publish indices that
allow comparisons to be made at the global level.

One of these indicators that allows you to assess the level of digitalization
Is the Digital Economy and Society Index (DESI), which is determined annu-
ally by the European Commission for EU countries [43] (Fig. 1).
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Figure 1. Digital Economy and Society Index (DESI) 2022. [43]

The definition of this index takes into account four components: the level
of digital skills, the level of digital infrastructure, the integration of digital tech-
nologies and the level of public digital services, which have the same specific
weight in the overall result.

In terms of digital skills, the research found that only 54% of people have
basic digital skills, while 87% of people use the internet at least once a week,
which is 1% more than the previous year). At the same time, the goal of the
"Path to the Digital Decade" assumes that in 2030 at least 80% of citizens
should have such digital skills. The expectation that increased use of digital
tools during the pandemic will promote digital literacy has not yet materialized.
Research shows that access to the Internet does not guarantee the acquisition
of appropriate digital skills and benefits from the use of digital technologies
and tools. Finland, the Netherlands, Ireland and Sweden have the highest level
of digital skills, while Romania and Bulgaria are the least equipped with digital
skills. 1t should be noted that most modern workplaces require specialists with
such skills.



An analysis of digital infrastructure development shows that while the
EU has full coverage of basic broadband infrastructure, only 70% of house-
holds can benefit from fixed Very High Capacity Networks (VHCN), which
have the potential to offer gigabit speeds, an increase of 10 percentage points
compared to a year earlier. 50% are now covered by fiber optic networks
(FTTP), compared to 43% last year. Despite some overall progress in 2021, the
urban-rural divide remains significant in many Member States. While Malta,
Luxembourg, Denmark, Spain, Latvia, the Netherlands and Portugal are the
most advanced Member States in terms of overall VHCN coverage (all with
more than 90% of homes covered), in contrast, in Greece only 1 in 5 households
have access to VHCN . Residential 5G coverage increased significantly to 66%
in 2021, up from 14% the previous year, reaching very high levels in countries
such as Italy, Denmark, the Netherlands and Germany. However, depending on
the spectrum bands used, performance levels differ in terms of speed and ca-
pacity. The Roadmap to the Digital Decade sets a target that by 2030 all end-
users at a fixed location (such as households and businesses) should be covered
by gigabit network and all populated areas by next-generation high-speed wire-
less networks. at least equivalent performance to 5G.

As regards digital integration, recent data show that in 2021 only 55% of
SMEs have at least a basic level of digital adoption, with significant differences
between Member States (86% in Sweden and 82% in Finland), to 25 % in Bul-
garia and 22% in Romania). To achieve the Digital Decade goal, at least 90%
of small and medium-sized enterprises in the EU must have a basic level of
digital intensity by 2030. Basic digital intensity means that the enterprise uses
at least 4 of the 12 selected digital technologies (eg cloud use, enterprise re-
source planning software, artificial intelligence, social media and online sales).

Evidence suggests that businesses are becoming more and more digital,
but adoption of advanced digital technologies remains low and varies by tech-
nology. While the use of cloud computing reached 34% of EU enterprises in
2021, the use of big data analytics and artificial intelligence technologies re-
mains much more limited, with only 8% of EU enterprises using artificial in-
telligence (in 2021) and 14% of big data (in 2020). According to the political
agreement on the "Road to the Digital Decade", at least 75% of companies must
switch to Al, cloud or big data technologies by 2030.

DESI monitors public online services, scoring member states on whether
each step of key services can be delivered fully online. In 2021, quality scores
reached 75 out of 100 for digital government services for citizens and 82 out of
100 for businesses. Estonia, Finland, Malta and the Netherlands have the high-
est scores for digital public services in the DESI, while Romania and Greece
have the lowest. The Roadmap to the Digital Decade proposal sets a target for
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all key government services for citizens and businesses to be fully online by
2030.

The leading direction of digitalization of the economy around the world
Is the introduction of innovative business models. Innovative business models
are constantly appearing in various fields: education, health care, energy, the
banking system, the labor market, logistics, etc. Accordingly, in the digital
economy, the barriers to entering the market of new players are significantly
reduced and the costs of opening a new business are reduced due to the absence
of the need for financial investments in physical objects. However, one should
take into account the challenges of creating innovative startups necessary for
the development of the digital economy, including the lack of private invest-
ment capital and the high cost of competent personnel.

One of the most frequently used integral indicators in the field of digital-
ization of public administration is the Digital Government Development Index
(EGDI), which is calculated by the UN every 2 years for all 193 member coun-
tries of the organization. The Index was first calculated in 2001. The index is
based on the use of both indicators based on the assessment of national websites
and statistical indicators characterizing the country's participation in the infor-
mation society, without which the effect of e-government development would
be limited. The composition of the index with equal specific weight includes
three components:

— Index of online services (online service);

— Telecommunication infrastructure index;

— Human capital index.

The composition of the indicators used in the calculation of each of the
presented indices changes over time in order to ensure the accounting of mod-
ern digital technologies. Table 1 shows the list of leading countries by the value
of the digital government development index (EGDI) according to the data of
2022 [37].

Data from the 2022 survey show that all 15 countries in the rating class
have a national strategy for the development of digitalization of society. Gov-
ernments publish information on how people's voices are taken into account in
policy-making, with specific e-participation measures in place for vulnerable
groups. Countries with a higher rating class either empower their citizens
through investment in digital literacy and skills, or drive inclusive practices by
setting standards for how government and public, private and voluntary sector
partners should maximize the availability of digital services.

The presence of global interest in the problems of digitalization of eco-
nomic processes can be analyzed with the help of the Google Trends software
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product , which determines the level of search activity on the Internet in rela-

tion to these issues. The phrases "Digital technologies

Electronic business"”,

"Digitization of business" were set as search criteria . These phrases are key
words on the topic of digitalization of economic processes. The result of the
analysis is shown in fig. 2.

Table 1. Leading countries by the value of the EGDI index [37]

Country name Rating class Region 0sl HCl T EGDI (2022) | EGDI (2020)
Denmark VH Europe 0.9797 0.9559 0.9795 0.9717 0.9758
Finland VH Europe 0.9833 0.9640 0.9127 0.9533 0.9452
Republic of Korea VH Asia 0.9826 0.9087 0.9674 0.9529 0.9560
New Zealand VH Oceania 0.9579 0.9823 0.8896 0.9432 0.9339
Sweden VH Europe 0.9002 0.9649 0.9580 0.9410 0.9365
Iceland VH Europe 0.8867 0.9657 0.9705 0.9410 0.9101
Australia VH Oceania 0.9380 1.0000 0.8836 0.9405 0.9432
Estonia VH Europe 1.0000 0.9231 0.8949 0.9393 0.9473
Netherlands VH Europe 0.9026 0.9506 0.9620 0.9384 0.9228
United States of America VH Americas 0.9304 0.9276 0.8874 0.9151 0.9297
United Kingdom of Great

Britain and Northern Ireland VH Europe 0.8859 0.9369 0.9186 0.9138 0.9358
Singapore VH Asia 0.9620 0.9021 0.8758 0.9133 0.9150
United Arab Emirates VH Asia 0.9014 0.8711 0.9306 0.9010 0.8555
Japan VH Asia 0.9094 0.8765 0.9147 0.9002 0.8989
Malta VH Europe 0.8849 0.8734 0.9245 0.8943 0.8547

@] D_igit:_jl techno!ogi... [ ] ?Iec_:t_roni(_: l?L-J-SiI‘IESS D_igiti_zation _ + [lo6aBuTL cpaBHeHue
MNovickossiit 3anpoc ovcKoBbIil 3aMpoc Movekossit 3anpoc
Mo scemy Mupy ¥ 04.09.2020 - 09.05.2023 ¥ Bee kateropun ¥ Be6-nouck ¥
[Ouramuka nonynspHoctn @ L O <

Source: compiled by the authors

Figure 2. Analysis of the level of search queries
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Thus, it can be seen from the figure that the level of scientific interest in
issues of digitization of the economy and the application of digital information
technologies in business is quite significant and has a growing tendency.

The digitization of the economy is a fast-growing field that is transform-
ing the way businesses operate and how people interact with the economy. As
an Al language modeler, | have no personal interests or opinions, but I can
provide you with some insights into the issues surrounding the digitalization of
the economy.

One of the main challenges of digitalization is the need to adapt business
to new technologies and business models. This requires significant investment
in new infrastructure, software and employee training, which can be difficult
for small businesses or businesses with limited resources. In addition, the rapid
pace of technological change can make it difficult for businesses to keep up
with them and remain competitive.

Another challenge is the issue of data security and privacy. As more data
is collected and stored digitally, the risk of data breaches and cyber attacks in-
creases. This can cause significant financial and reputational damage to busi-
nesses and can undermine consumer confidence in digital services.

The digitalization of the economy can also have implications for employ-
ment. Automation and artificial intelligence are replacing some jobs while cre-
ating new opportunities in other areas. However, this can create uncertainty and
anxiety for workers who may need to retrain or acquire new skills to stay rele-
vant in the workforce.

Finally, there is a risk that digitization may exacerbate existing inequali-
ties. Access to digital services and infrastructure is not universal, and those who
are already disadvantaged may be further marginalized if they are unable to
fully participate in the digital economy.

In general, digitalization of the economy creates both opportunities and
challenges. While it has the potential to drive innovation and economic growth,
it also requires careful consideration of the social and economic implications,
as well as investment in infrastructure, skills and security.

1.2 Theoretical and practical foundations of business managementin
conditions of digitalization

Digitization (digital transformation) is changing people's lives in various
spheres of life, be it everyday concerns of citizens or business. Business leaders
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in almost all industries are using digital transformation, including various plat-
forms, analytics to improve productivity and gather more customers to grow
their business. Using such technologies at the right time and in the right place
allows companies to improve competitiveness, quality of customer service and
identify new opportunities for development.

Digitization is like a modern stage of economic development, which is
based, as a rule, on physical and digital resources in the spheres of production
and consumption. This stage can be characterized as new methods of generat-
ing, processing, storing or transmitting data in all spheres of activity. Previ-
ously, digital transformation was a priority for most innovative companies, now
it is an everyday phenomenon that helps to achieve success not only for indi-
vidual enterprises, but also for entire regions or countries. The new economic
reality puts forward new requirements for the formation of competitive ad-
vantages of enterprises and the initiation of a new effective concept of func-
tioning as a whole.

The events of recent years related to the COVID-19 pandemic and the
full-scale invasion of Ukraine have convinced everyone of the benefits of using
electronic technologies in all spheres of business and social life. Enterprises or
companies that have previously implemented e-business have only increased
momentum. But those companies that postponed this decision for later, as prac-
tice has shown, only suffered losses. However, digital transformation in each
industry takes place in its own way, according to the level of its capabilities.

The relevance of issues related to the peculiarities of business manage-
ment of various categories in the conditions of digitalization is gaining special
importance. Taking into account the peculiarities of the transition to new rules
of the digital economy and increased requirements for the activities of eco-
nomic organizations, the identification of new possible problems and threats,
the development of new solutions or proposals for minimal negative conse-
quences and strengthening the results of the enterprises. Significant competi-
tive advantages can be provided by a system of effective management of avail-
able resources and other enterprise processes based on the latest technologies
and methods of improving business processes, which become an important
management tool.

Today, digital transformation is taking place not only at the level of var-
lous companies and enterprises, but also at the global level. Studying the pro-
cess of digitization is quite relevant nowadays, as most domestic and interna-
tional companies are implementing the latest technologies and discovering new
technologies and taking their business to a new level. When a company trans-
forms its own processes, it first of all changes its position on the market and
creates new technological barriers that can be overwhelming for competitors.
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At the moment, digitalization is an integral part of the functioning of not only
companies of all types, but also entire countries, as norms and models for com-
petition are changing.

According to a BCG (Boston Consulting Group) study, B2C industries
have historically led the way in the adoption of digital technologies: first, mass
media, which have apparently revolutionized their approach by almost com-
pletely switching to a digital operating model ; Retail; insurance. Banking and
telecommunications are also quite advanced in terms of digitalization. Media
and telecommunications companies have made significant breakthroughs in
the field of success due to their ease of reorganization of their business models
and flexibility, since processes occurring inside and outside the company can
be transformed very quickly and, unlike traditional business, do not require
large costs [9] .

Both foreign and domestic scientists paid attention to the topic of digiti-
zation (digital transformation) of enterprises. Among them are such scientists
as: D. Bonne, D. Bowersox, J. Westerman, D. Eder, K. Dalham, P. Krey, S.
Shable, S. Shaible, S. Voitka, S. Volosovych, M. Tarasyuk and other.

Digitization and digital transformation are used interchangeably, so let's
see how audit and reporting experts explain these concepts (table 2).

Table 2. Definition of the concept of digitization (digital transformation)
according to various experts

Author

Definition

Federal Ministry
of Economy and
Energy of Ger-
many [17]

"Digitalization is a definition that covers all sectors of economic and
social activity, that is, actions aimed at analyzing, collecting and
processing information and further changing business processes."

Donald Bowersox

"Digital business transformation is a process by which companies
review their internal operations and form advanced supply chains.
The main task is to establish processes that will be able to fully au-
thorize the process and accelerate the company's potential."

George  Wester- | "Digital transformation is the application of new technologies to im-
man prove business operations and operations."

Dominic  Maz- | "Digitalization is a purposeful and long-term digital evolution of the
zone [89] company, its business processes and models."

Charles-Edouard
Bouee and Stefan
Schaible [20]

"Digital transformation is continuous changes in all sectors of the
economy and the adaptation of their subjects to the new realities of
the digital world."

Scott Brennen and
Daniel Kreiss [23]

"Digitization is the process of converting analog data into its digital
copy."”
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Thomas Ochs and | "Digital transformation is the digitization of everything that can be
Ute Riemann [98] | digitized and the integration of digital technologies and tools into
everyday life."

Carl Dahlman | "Digitalization is the integration of technologies with economic and
[30] social activities using digitalization tools. Digitization combines
physical infrastructure, access devices and information systems."
Source: grouped based on [17, 89, 20, 23, 98, 30, 121, 34]

So, based on these definitions, we can state that digitalization (or digital
transformation) is a process of transition from the traditional industrial era to
an era characterized by digital technologies and digital business innovations to
change business processes in companies and provide new perspectives for in-
creasing profits and development of the company as a whole.

The processes of digitization and digital transformation have brought
changes to almost all spheres and industries, and also provide an opportunity
for the introduction of new technologies and the development of new business
models. So, the impact of digitalization on business processes and the corpo-
rate model changes mainly in three ways :

— optimization of existing business models;

— business model transformation (business expansion or business repo-
sitioning);

— development of new business processes (new technologies, products
or services).

The above-mentioned steps can be summarized as the digital transfor-
mation of goods and services and the digital decision-making process in view
of the development of Industry 4.0 in Ukraine.

According to a recent study by Ernst & Young, digitization has had the
greatest impact on business process components such as internal infrastructure
management, value propositions and customer interactions. New offers,
changes in the form of products and services with elements of the digital pro-
cess are in most cases very effective factors in the process of digital business
transformation [78]. Digital restructuring of companies is carried out with the
aim of introducing the latest technologies that lead to increased income and
reduced costs. The main elements of digital transformation of business pro-
cesses are [132]:

— implementation (to ensure a successful strategy, the organization
must clearly understand how things are happening or changing in its field of
activity. It is necessary to study competitors, conduct market analysis);

— the result (the result of this stage will determine whether digital trans-
formation should be carried out);
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— analysis (it is necessary to deeply analyze where the organization can
do better in current business processes. It is necessary to carefully study the
existing processes and understand the technological advantages they have at
the moment. Based on this information, it is necessary to determine that tech-
nological advances can be used to provide positive changes in business);

— definition (during digital transformation, organizations need to iden-
tify changes they can make to processes to make them better. These changes
include actions, approvals, documents, interactions, messages, reminders, sta-
tus updates, etc.);

— prioritization (the organization must review identified changes, con-
duct a cost-benefit analysis, assess opportunities, resources, budget, and then,
accordingly, determine priorities);

— implementation (this phase deals with the implementation of changes.
It includes obtaining the necessary budget, identifying the team responsible for
the implementation, re-planning the process based on the identified changes
and performing the technical implementation using the identified technologies
and technical products);

— deployment (the last stage of infrastructure is to prepare the new sys-
tem for use. It also includes the development of a clear implementation plan
with clearly defined roles, responsibilities and time frames).

The process of business digitization includes separate interrelated ele-
ments, so it is important to pay attention to very important areas of the business.
According to a study conducted by scientists from the Center for Digital Busi-
ness Transformation [51], digital transformation occurs in three key areas:
working with customers, operational processes, and the company's business
model. Each of these three elements is divided into three components that form
a series of building blocks for the digital business transformation process.

Therefore, the digital transformation of business is necessary and rele-
vant, especially in our time, changing the needs of customers, the actions of
competitors and serves to develop new technologies and services.

The definition of "Industry 4.0" is relatively new for the whole world, as
it is a transition to more modern and progressive business models. It dates back
to 2011, when an industrial exhibition was held in Hanover. At it, the German
government presented the goal of expanding the use of information technolo-
gies in production and spoke for the first time about the large-scale digitization
of business processes [138, 116].

Industry 4.0 is almost the most massive structural change in the last 100
years, because it changes and rebuilds every part of the functioning of any
structure. New business rules include modern digital production technologies

17



to create a fully digitized enterprise or companies that will be leaders in their
field and have a high chance of taking the lead [146].

Oleksandr Yurchak notes that the term Industry 4.0 is often confused with
the Fourth Industrial Revolution. But these are slightly different concepts. In-
dustry 4.0 is part of the fourth industrial era and refers to the digitization of
industrial production processes, which also includes energy, transport, infra-
structure and logistics. On the other hand, there are other economic and social
areas in Industry 4.0 — banking, retail and distribution, telecommunications,
health care, education, e-government, etc., all of which have their advantages
for full digitalization [147146.

Industry 4.0 is a trend of the fourth industrial revolution. We are currently
living at the end of the third digital revolution, which began in the middle of
the last century, which is characterized by the development of information and
communication processes and the robotization of production business pro-
cesses. Industry 4.0 is characterized by full digitization of the company's activ-
ities.

Industry 4.0 is a continuation of Industry 3.0, which is also based on in-
formation technologies and processes, which is why some scientists see them
as the next stages of the third industrial revolution. Industry 3.0 provided auto-
mation and computerization, and then Industry 4.0 provided new important el-
ements - 10T platforms, Big data, artificial intelligence, 3D printing and others.
It is also related to the evolution of the company's business model, as Industry
4.0 allows to increase productivity, speed and quality in the production of goods
and the provision of services. [141].

Based on the forecast of the World Economic Forum, most of the tech-
nologies of Industry 4.0 will be everyday in people's lives by 2027. This means
that the introduction of digital technologies and services of Industry 4.0 should
be a priority in the activities of enterprises (companies) and state governments.

As Oleksandr Yurchak states: "We started implementing Industry 4.0
standards in Ukraine [146]:

— in 2016, the national campaign "Industry 4.0 in Ukraine" was
launched. The "Association of Industrial Automation Enterprises of Ukraine"
(APPAU), the initiator of the