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DEVELOPMENT OF DATABASES STRUCTURE  

OF INTERNAL ECONOMIC AGENTS FINANCIAL MONITORING  
Abstract. The article presents the results of developing the structure of databases of internal 

financial monitoring of economic agents in the form of a data scheme taking into account the 
entities, their attributes, key fields, and relationships, as well as the structure of units of regulatory 
information required for basic monitoring procedures based on internal and external sources. The 
block diagram of the financial monitoring databases, formed in the modern BPMN 2.0 notation 
using the Bizagi Studio software product on the basis of internal normative and reference 
documents, consists of tables containing information on: the client's financial monitoring 
questionnaire; list of risky clients according to the system of economic agent; the list of clients for 
which there are court rulings and financial transactions which may contain signs of risk; list of PEP 
clients of the economic agent; list of clients for which there is a share of state ownership (PSP); list 
of prohibited industries; reference books (type of financial transactions; features of financial 
transactions of mandatory financial monitoring; features of financial transactions of internal 
financial monitoring; identity document; type of subject of primary financial monitoring; type of 
notification; legal status of transaction participant; type of person who related to the financial 
transaction; the presence of permission to provide information; signs of financial transaction; 
regions of Ukraine); directory of risk criteria; clients with FATCA status. 

The scheme of the structure of databases of internal financial monitoring of economic agents 
using normative and reference information on the basis of external sources is presented by tables 
containing information on: legal entities, natural persons-entrepreneurs, public formations, public 
associations, notaries, lawyers of Ukraine; the list of persons related to terrorism and international 
sanctions, formed by the State Financial Monitoring Service of Ukraine; list of public figures and 
members of their families; sanctions lists (National Security and Defense Council of Ukraine; 
Ministry of Economic Development and Trade of Ukraine; OFAC SDN List — US sanctions list; 
worldwide sanctions lists; EU sanctions lists); lists of high-risk countries (aggressor state, countries 
with strategic shortcomings, countries with hostilities, list of the European Commission for 
countries with weak APC / FT regime, countries with high levels of corruption, self-proclaimed 
countries, countries with high risk of FT, offshore countries); The First All-Ukrainian Bureau of 
Credit Histories, which describes the credit history, credit risks of individuals and legal entities in 
Ukraine (PVBKI); International Bureau of Credit Histories, which describes the credit history of 
individuals and legal entities of clients of Ukrainian economic agents (MBKI); list of dual-use 
goods; list of persons with OSH; AntiFraud HUB — information about fraudsters; register of 
bankruptcies; register of debtors; register of court decisions; database of invalid documents; list of 
persons hiding from the authorities; register of EP payers; registers of encumbrances on movable 
and immovable property; data on securities; lustration register; register of arbitration trustees; 
corruption register; bases of Ukrainian organizations; information on foreign companies. Integrated 
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use of the developed databases based on the proposed schemes will improve the procedures for 
financial monitoring by economic agents and solve several current problems. 

Keywords: economic agents, financial monitoring, structural scheme of the database, 
normative and reference information of internal securement, normative and reference information of 
external securement. 
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Introduction. In all areas of scientific and practical activities of the modern world, a key 

role is played by multidimensional data sets, which can be represented in the form of diagrams, 
structures, images, directories, links, etc. Certain groups of data today are often stored in separate 
sources and have conditions characterized by tendencies to destruction and non-compliance with the 
current growing requirements of management. Accordingly, there are questions about the 
convenience and accessibility of such arrays, good manufacturability and practicality. Thus, 
meaningful data structuring in combination with appropriate methods of their automated use can be 
an effective tool for any data analysis, forming several significant advantages in terms of 
performance, functionality, flexibility, scaling, scalability. Thus, offering ready-to-analyze 
structural data sets can take the quality of information processing to a qualitatively new level. 

Research analysis and problem statement. The analysis of research work of scientists in 
various fields shows a tendency to use a wide range of specialists relevant databases, regulatory and 
reference information. Thus, P. Baumann, D. Misev, V. Merticariu, B. P. Huu [3] study general 
concepts, standards, and reactions to array databases; F. Mohammadipanah, H. Sajedi [19] reveal a 
blockchain approach to the development and security of microbial databases; N. R. Haddaway,  
C. T. Gray, and M. Grainger [12] offer new tools and methods for designing multifunctional 
databases that are read by machines. In turn, Yu. Li, X. Li, Yu.Yang , M. Li, F. Qian, Z. Tang, and 
S. Li [16] provide for practical application a comprehensive database of human transcriptional 
information; C. B. Zraly, A. Zakkar, J. H. Perez, J. Ng, K. P. White, M. Slattery, and  
A. K. Dingwall  [29] offer a set of data for programming normative information and supporting 
epigenetic memory; M. M. Kleiner, and E. J. Timmons [14] disclose improved access to regulatory 
information through professional licensing. But all arrays of information in any field, scientists 
group and structure for further processing. In particular, T.T. Alemayoh, J. H. Lee, and S. Okamoto 
[2] recommend to use a new structure of sensor data for deeper extraction of features in recognition 
of human activity; A. M. Mukhin, M. A. Genaev, D. A. Rasskazov, S. A. Lashin, and  
D. A. Afonnikov [20] offer hybrid technology for structuring and data processing; J. Zhang,  
Yu. Yao, and D. Wang [23] describe the structuring of aircraft maintenance report data. 

Peculiarities of financial monitoring are revealed in the works of the following scientists:  
I. H. Bakari, A. Idi, and Y. Ibrahim [4], who describe important aspects of financial monitoring of 
financial stability and digitalization; Yu. M. Beketnova [5], which studies the specifics of financial 
monitoring of business entities. The treatises of the modern scientific community on financial 
monitoring of economic agents should be singled out: for example, V. Vovk, Y. Zhezherun,  
O. Bilovodska, V. Babenko, and A. Biriukova [22], consider financial monitoring in banks as  
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a market tool in terms of innovative development and digitalization of the economy;  
A. Bukhtiarova, A. Semenog, M. Razinkova, N. Nebaba, and J. A. Gaber [8], who assess the 
effectiveness of financial monitoring in the banking system of Ukraine. In turn, the issues of anti-
money laundering are dealt with by specialists: O. Lyulyov, M. Paliienko,  L. Prasol,  
T. Vasylieva, O. Kubatko, and  V. Kubatko [17] offer gravitational and intellectual data analysis to 
assess the risk of money laundering by financial institutions; V. Levchenko, A. Boyko,  
V. Bozhenko, T. Savchenko, Y. Humenna, and R. Pilin [14] consider the information system of 
monitoring of bank operations related to money laundering. 

Although some questions about the importance of forming databases, structuring regulatory 
information in various fields and industries are reflected in the research of some experts, and  
a separate area of financial monitoring, there are a number of other researchers [1; 6; 7; 9; 10; 18; 
21; 24; 26; 27], combining these two directions to form an optimal and convenient automated 
structure of databases of internal financial monitoring of economic agents by developing clear data 
schemes, with clear relationships, as well as the structure of units of regulatory information required 
for organization of basic monitoring procedures — needs refinement, continuous improvement and 
consistency. 

Results. For economic agents, a certain structure of internal financial monitoring databases 
is proposed in the form of a data schema, taking into account the entities, their attributes, key fields 
and relationships, as well as the structure of regulatory information units needed to organize basic 
monitoring procedures. This structure of databases and regulatory information involves the use of 
information from internal or external sources [28; 30—42]. 

Database and normative-reference information, which is formed on the basis of internal 
sources of economic agents, are the following: client's financial monitoring questionnaire [10]; list 
of risky clients according to the system of economic agent [24]; the list of clients for which there 
are court rulings and financial transactions which may contain signs of risk; list of PEP clients of 
the economic agent (list of politically important persons, members of their families and related 
persons who are clients of the high-risk bank in accordance with international anti-money 
laundering standards); list of clients for which there is a share of state ownership (PSP); list of 
prohibited industries; directories of codes (directory of code of type of financial transactions; 
directory of code of sign of financial transactions of obligatory financial monitoring; directory of 
code of sign of financial transactions of internal financial monitoring; directory of code of identity 
document; directory of code of type of subject of primary financial monitor; notification, directory 
of the legal status code of the transaction participant, directory of the type code of the person 
associated with the financial transaction, directory of the code of permission to submit information, 
directory of the code of the financial transaction, directory of the region of Ukraine, directory of the 
decision); directory of risk criteria; clients with FATCA status. The scheme of structure of 
databases and normative-reference information of internal financial monitoring of economic agents 
on the basis of internal sources is developed with use of the Bizagi Studio software product and 
modern notation of modeling of business processes BPMN 2.0 (Fig. 1). 
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the arbitral trustee, if any, number of the decision on bringing the arbitral trustee to disciplinary 
responsibility, date of decision, type of disciplinary punishment, number of decision on termination 
or suspension of the arbitration trustee, the date of the decision, if there is a surname, name, 
patronymic of the assistant arbitration trustee. 

Conclusion. Finally, we note that databases and regulatory information are grouped on the 
basis of internal sources of economic agents and external resources, the integrated use of which 
allows to solve a number of current problems of financial monitoring. In turn, the use of data sets in 
a convenient form for practical use by the user is currently a very serious issue. And the integration, 
structuring of databases of internal financial monitoring of economic agents in the form of a data 
scheme taking into account the entities, their attributes, key fields and relationships, as well as the 
structure of units of regulatory information needed to organize basic monitoring procedures, will be 
of paramount importance processing and analysis of significant amounts of various information in 
the future. Therefore, efficient, efficient use of databases can provide users with a significant 
promising advantage and useful foundations in terms of speed, accuracy, flexibility, filtering, 
consistency, compatibility, comprehensiveness, scalability of analytics, taking into account all 
necessary factors and factors, saving resources, reducing costs. 

 
The work was performed as part of a study funded by the National Research Fund of 

Ukraine  2020.01 / 0185 «Optimization and automation of financial monitoring processes to 
increase information security of Ukraine». 
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